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Executive Summary
The United States is using unmanned aircraft, colloquially called ‘drones’, to kill individuals
outside its own territory. These targeted killings raise four principal issues of international
law.1
n First, does the use of force infringe the sovereignty of the State in which the force is

used? Although the facts are uncertain, in most cases the territorial State in question
seems to have consented, and consent negates any sovereignty issue. Absent consent,
the US must establish the right of self-defence, including for the use of force in
anticipation of an armed attack. The touchstone for such ‘anticipatory’ self-defence is
necessity, whether there are alternatives short of the use of force.
n Second, are the drone strikes taking place in the context of an armed conflict? The

existence (or not) of an armed conflict determines which legal rules apply, and an
intentional extrajudicial killing outside of armed conflict is likely to violate international
law. The debate over an alleged ‘global’ armed conflict is irrelevant because there are
domestic armed conflicts in all of the States in which drone strikes have taken place —
conflicts between those States’ governments and insurgent groups that seek to
overthrow the government.
n Third, if there is an armed conflict, do the drone strikes comport with International

Humanitarian Law, especially the principle of distinction, that military targets may be
the subject of armed force but civilians may not? We follow the International
Committee of the Red Cross (ICRC) in concluding that members of organized armed
groups who have a ‘continuous combat function’ may be targeted and killed. The public
debate on this subject thus often misses the point. So-called ‘kill lists’ and ‘signature
strikes’ are not per se illegal and may in fact ensure compliance with the principle of
distinction if the lists and the ‘signatures’ are sufficiently precise.
n Fourth, what legal duty does the US have to be ‘transparent’? Article 51 of the UN

Charter requires that the US disclose, in general terms, the ‘[m]easures taken’ in selfdefence when it uses force on the territory of another State. The US made such
disclosures for Afghanistan, Iraq, and Syria, but notably not for Pakistan. On the other
hand, there is no broader international law disclosure duty in an armed conflict. As a
policy matter, however, secrecy surrounding the drones programme may have
unintended negative consequences.

KILLING BY DRONES: LEGALITY UNDER INTERNATIONAL LAW . 1

FLJ+S Millson and Herman r3_Layout 1 07/01/2015 11:17 Page 2

Killing by Drones:
Legality under International Law

Ius ad bellum, consent, and self-defence

shall impair the inherent right of individual or
collective self-defence if an armed attack occurs

International law generally prohibits the use of

against a Member of the United Nations’.

force on the territory of another State. Article 2,
Section 4 of the UN Charter provides: ‘All Members

The contours of this right of self-defence are the

shall refrain in their international relations from

subject of considerable debate,9 in particular

the threat or use of force against the territorial

concerning the scope of a State’s right to use force

integrity or political independence of any state’.

against non-State actors in anticipation of a future

The Charter contains two relevant exceptions to

attack. Although some scholars argue that force may

this prohibition.2

not be used until an ‘armed attack’ actually has
occurred,10 the International Court of Justice and a

First, Article 2(4) prohibits only the unilateral use of

majority of writers take the view that Article 51

force. Consent by the territorial State means that

preserves the ‘inherent right’ of self-defence that

there is no sovereignty issue.3 The States seem to

preceded the Charter, which included the right to act

have consented, although the secrecy

to prevent an attack from occurring.11 This debate

surrounding the programme makes it difficult to

has taken on a new dimension following the attacks

conclude that with certainty. For example, the

of September 11, 2001, which proved that non-State

government of Yemen informed the UN Special

actors are capable of sudden attacks on a massive

Rapporteur that the US ‘routinely seeks consent,

scale. As one scholar has noted, ‘[t]he problem of

on a case-by-case basis’ and that ‘[w]here consent

how one characterizes a “defensive” response is even

4

is withheld, a strike will not go ahead’. In Pakistan,

more apparent in the context of responding to

where the largest number of drone strikes has

terrorist attacks, which are designed as sudden,

been carried out, the facts are unclear. Former

single attacks without further sustained paramilitary

President Pervez Musharraf admitted that his

engagement’.12 Awaiting an ‘armed attack’ or even

administration had a secret agreement with the

allowing one to become ‘imminent’ may leave a State

US to allow drone strikes on Pakistani territory,5

without an effective ability to defend its people.

and cables released by WikiLeaks indicate that
senior Pakistani officials consented to US drone

Rather than focusing on the concept of

strikes, even while publicly speaking out against

‘imminence’,13 the better view, which is more in

them.6 In public statements in 2013 however, the

keeping with the history of the doctrine, is that the

Pakistani government denounced all US drone

touchstone for anticipatory self-defence is ‘necessity’,

strikes, declaring that they are a breach of its

meaning that in order to use force legally a State

7

sovereignty. More recent information may

must be without any non-forcible options to protect

indicate that the Pakistani government has

itself. As US Secretary State Daniel Webster wrote in

resumed its consent secretly, despite continuing

the ‘Caroline Case’ of 1837, a State must have ‘no

to condemn the strikes publicly.8

choice of means’ to defend itself, short of the use of
force.14 In the case of a non-State actor planning a

Second, States may use force in accordance with

large-scale attack, a State might find itself without

the right of self-defence. Article 51 of the UN

any non-forcible options before the non-state actor

Charter provides: ‘Nothing in the present Charter

is on the verge of an attack.15 On the other hand, the
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requirement of ‘necessity’ is not met if a future attack
is merely speculative or nonspecific.16

Jus in bello: armed conflict
The existence of an armed conflict determines
whether International Humanitarian Law (IHL) or
International Human Rights Law (IHRL) applies to the
killing of an individual. Since, except in extreme
circumstances, a targeted killing outside of an armed
conflict violates the right to life guaranteed by
IHRL,17 and the rules of IHL, which apply during
armed conflict, are more permissive, the existence of
an armed conflict may determine whether a
particular killing is legal.
An armed conflict exists when two criteria are
satisfied.18 First, the violence must be of sufficient
intensity; an ‘armed conflict’ is distinguished from
‘internal disturbances’ or ‘isolated and sporadic acts
of violence’.19 Second, the belligerents must be
sufficiently organized to be identified as parties to an
armed conflict.20 Generally speaking, a non-State
actor that has a hierarchy, a chain of command, and
the ability to carry out military operations, is
sufficiently organized to be considered a ‘party’.21
The analysis has been complicated by the rhetoric
for and against the existence of a global armed
conflict, whether it be the Bush administration’s socalled ‘global war on terror’, or the Obama
administration’s claim to a transnational armed
conflict against ‘al-Qaeda, the Taliban, and their
associated forces’.22 As a matter of international law,
that debate is largely beside the point.23 There have
been, and are now, armed conflicts in Afghanistan
(with a spill-over into Pakistan), Iraq, Libya, Mali,
Somalia, Syria, and Yemen — all the countries in
which drone strikes are reported to have taken place.
The conflicts are between the governments of those
States — supported by the United States, with the
exception of Syria — and an organization dedicated
to the overthrow of the government, such as AQAP
in Yemen, al-Shabaab in Somalia, ISIS in Iraq and
Syria, AQIM in Mali, and the Taliban in Pakistan.
Indeed, even critics accept that there are now, and
have been, domestic armed conflicts in several
States. For example, Amnesty International has
concluded that there have been armed conflicts
taking place in certain regions of Pakistan;24 Human

Rights Watch has acknowledged that there has been
an armed conflict between Yemen and AQAP at least
since 2011;25 and a UN Special Rapporteur concluded
that ‘[t]he overwhelming majority of remotely
piloted aircraft strikes have been conducted within
conventional theatres of armed conflict’.26

The principles of IHL:
‘kill lists’ and ‘signature strikes’
In an armed conflict, the intentional use of lethal
force — that is, killing the enemy — is legal, so long
as it complies with the principles of IHL, sometimes
referred to as ius in bello or the Law of Armed
Conflict.
The most important of those principles is the
principle of distinction, which identifies individuals
engaging in military operations as legitimate targets
of armed force, whereas those that are not engaged
in military operations are legally protected.27
The principle of distinction is difficult to apply in
conflicts involving non-State actors, both because
the terms ‘civilian’ and ‘armed forces’ are not defined
in the relevant treaties,28 and because members of
armed groups often do not take steps to distinguish
themselves from those not engaged in hostilities.29
The leading authority on the application of the
principle of distinction in such armed conflict is the
ICRC guidance which was published after years of
study.30 The ICRC considers that, just as States have
armed forces and civilians, non-State actors have
‘organized armed groups’ which constitute their
‘armed forces’ and consist of those individuals who
take on a ‘continuous combat function’ for the nonState party.31 Thus, Taliban fighters are legitimately
the subject of attack, whereas Taliban propagandists
and politicians are not, unless and for such time as
they take a direct part in hostilities.32 By focusing on
‘organized armed groups’, the ICRC’s test ties the
principle of distinction to the test for the existence of
an armed conflict, which requires that there be a
group with sufficient ‘organization’ to constitute a
party.
The public debate on ius in bello often misses this
point. Although critics complain about ‘kill lists’
— lists of individuals who may be targeted for death
— in an armed conflict, a premeditated killing,
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whether or not from a kill list, is legal so long as it is
directed at a legitimate target and otherwise
complies with IHL. Indeed, maintaining a kill list may
be one way to ensure compliance with the principle
of distinction.33 Similarly, complaints about ‘signature
strikes’ are often misguided. Signature strikes are
attacks on individuals carried out based upon their
behaviour, when their identity is not known. The
legality of a signature strike depends on whether the
‘signature’ is adequate to comply with the principles
of distinction and precaution. It is not per se illegal
to use conduct as a means of distinguishing
between legitimate and illegitimate targets; indeed,
it would be rare in war for a party’s armed forces to
know the identities of its enemy’s soldiers. As UN
Special Rapporteur Christof Heyns explains:
The legality of such strikes depends on what the
signatures are. In some cases, people may be
targeted without their identities being known,
based on insignia or conduct. The legal test remains
whether there is sufficient evidence that a person is
targetable under international humanitarian law…
by virtue of having a continuous combat function
or directly participating in hostilities.34

Is there a duty of disclosure?
Ius ad bellum
Article 51 of the UN Charter provides that
‘[m]easures taken by Members in the exercise of this
right of self-defence shall be immediately reported
to the Security Council’.
The United States made Article 51 disclosures
regarding the 1998 strikes on al-Qaeda under
President Clinton;35 the 2001 operation in
Afghanistan under President Bush;36 and the recent
operation in Syria under President Obama, where the
US claims a right of ‘collective self-defence’ on behalf
of Iraq.37 The United States has not made any such
disclosure in relation to Pakistan, despite the
extensive use of force on Pakistani territory.
Although some argue that Pakistan has given secret
consent to all the operations on its territory, we
conclude that, if the United States has carried out
strikes beyond the scope of Pakistani consent, as
Pakistan has stated publicly, the US should be
making Article 51 disclosures setting out the selfdefence basis for the use of force.38
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As a policy matter, the lack of disclosure on Pakistan,
and on other States where the United States has
been silent, may indicate that the US is engaging in
‘ostrich diplomacy’. By refusing to acknowledge what
it is doing, the United States may be trying to avoid
putting pressure on local governments to
acknowledge their own role in these strikes. As
Admiral Denis C. Blair, the former US Director of
National Intelligence, stated in 2013:
Pakistan could shut us down anytime… [T]hey
have what they think is the best of all worlds; they
get attacks against militants who are a threat to
them as well as to us in Afghanistan and they get to
blame us…for it.39
Blair’s point is illustrated in a statement by Pakistani
Prime Minister Yousaf Raza Gilani, who stated: ‘I don’t
care if they do it as long as they get the right people.
We’ll protest in the National Assembly and then
ignore it.’40
But as current events indicate, those governments
do not have, and have not had, the luxury of
ignoring the insurgents. While the various non-State
actors are targeting the United States, they are
enemies of their home governments as well. As a
consequence, the United States has taken what is a
domestic problem in the Middle East and has made it
an American problem, exercising force on behalf of
foreign governments while enabling those
governments to deny any involvement — and even to
demonize the United States for the very conduct they
have welcomed and authorized. This policy may have
the counterproductive effects of further radicalizing
individuals in the region and letting local governments
escape responsibility for their own problems.
Ius in bello
Many critics have contended that the United States is
legally obliged, under international law, to disclose
the facts surrounding the drones programme,
including about individual drone strikes, as well as
the legal basis for such strikes. Although there are
public policy issues raised by the lack of
transparency,41 there is no broad international law
duty of disclosure.
First, since international law is based on consent,
either as expressed in treaties or as implied by
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custom, we look for evidence of such consent on this
issue without finding any.
Mankind has been engaged in warfare throughout
recorded history, and warfare is an activity that lends
itself, often legitimately, to claims of secrecy. There is
no evidence of a customary international law duty of
disclosure, and we have not seen arguments to the
contrary. Indeed, State practice appears fairly
uniformly to be that such facts are kept secret so as
to protect States’ intelligence-gathering, military
operations, strategy, and other secrets. Moreover,
other than Article 51 of the UN Charter, there is no
treaty setting out requirements that States disclose
publicly the forcible measures they have carried out
during war time, or the legal basis for each use of
force.
Second, efforts to infer a broad disclosure
requirement from a duty to investigate potential
grave breaches of the Geneva Conventions are
unconvincing.42 A duty to investigate potential ‘grave
breaches’ does not imply a corresponding duty to
disclose the results of such investigations. Indeed,
the US Department of Defense has introduced a duty
to investigate that goes considerably beyond the
grave breaches regime.43
Third, despite the contrary assertion of some
scholars, the Turkel Commission report of February
2013, which conducted an in-depth analysis of the
duty to investigate under IHL and IHRL, does not
support the conclusion that there is a duty of
disclosure in wartime. Although the Turkel
Commission identified a principle of ‘transparency’ in
IHRL, the Commission explained that ‘there is no
explicit recognition of the principle of transparency
in international humanitarian law’.44 It further
explained that ‘[i]nternational humanitarian law does
not require that investigators and prosecutors
comply with the rules of transparency that relate to
specific victims’ rights’ and noted that the national
security considerations that arise in war mean that
‘[t]he level of transparency expected of human rights
investigations is not always achievable in situations
of armed conflict’.45

Conclusion
A US drone strike complies with international law if it
(a) is carried out with the consent of the territorial
State or in the valid exercise of the right of selfdefence; (b) takes place in an armed conflict; and (c)
complies with the rules of IHL, including the
principle of distinction. The public information
suggests that the first two criteria largely have been
satisfied (with the possible exception of Pakistan
during certain periods), and we are without
information to determine if the US has satisfied the
third criterion in each particular case.
We offer the following suggestions on matters of law
and policy:
First, if the US is acting, or has acted, outside the
scope of Pakistan’s consent to use force on its
territory, the US should make disclosures to the
Security Council under Article 51.
Second, ‘necessity’ — not ‘imminence’ — is the
touchstone for the right of anticipatory self-defence.
In articulating a self-defence basis for its actions, as
the US has with regard to Afghanistan and Syria, the
US should explain why the use of force is ‘necessary’,
meaning that there are no means short of force to
remove the threat to the US (or in the case of Syria,
the threat to Iraq).
Third, as a matter of international law, the public
discussion on armed conflict should move away
from a debate over the Bush-era relic of a ‘global war’
and focus instead on the reality, namely that the US
is participating in discrete domestic armed conflicts,
against different enemies, at the behest of multiple
foreign governments, and doing so largely in secret.
This raises serious policy issues, which the US has
been able to avoid facing while the public debates
the existence of a ‘global war’.
Fourth, although there is no broad international law
duty of transparency, the US should rethink its policy
of conducting these wars in secret. Secrecy has led
to misconceptions concerning issues such as the
legality of ‘kill lists’ and ‘signature strikes’, which
hinders the United States in the propaganda war
against the non-State actors. It arguably
compromises democratic values domestically, and
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runs counter to the view that international legal
norms should be arrived at openly by consensus
among the various States. Importantly, secrecy has
given foreign governments the luxury of taking

advantage of US military strength to combat their
own enemies while denying any involvement and
even demonizing the US for the conduct they have
authorized. We question whether that is good policy.
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